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Abstract: Financial fraud has become an increasing concern in Indonesia,
particularly in smaller regions such as Central Bengkulu. The rapid expansion of
online investment platforms and limited understanding of financial principles
have made the local population vulnerable to fraudulent investment schemes.
This study aims to analyze the role of financial literacy in preventing individuals
from engaging in such deceptive investment activities. Using a qualitative
descriptive approach, data were collected through semi-structured interviews
and documentation from ten participants in Central Bengkulu who had prior
experience or knowledge related to investment. The findings reveal that
individuals with higher financial literacy demonstrate stronger awareness of risk
assessment, greater ability to verify financial information, and are less likely to
be deceived by unrealistic promises of high returns. Conversely, low levels of
financial understanding correlate with susceptibility to fraudulent investment
offers. The study concludes that strengthening financial literacy through
community education, government initiatives, and digital literacy programs can
significantly reduce the risk of financial fraud in local communities

/4.0/).
Keywords: Financial Literacy, Investment Fraud, Central Bengkulu, Finansial,
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Introduction

In recent years, Indonesia has experienced a significant increase in fraudulent
investment activities, particularly in semi-urban and rural areas where financial literacy
levels remain low. According to the Otoritas Jasa Keuangan (OJK, 2023), financial fraud
cases—including online trading scams, illegal cooperatives, and Ponzi schemes—have
caused substantial financial losses, affecting thousands of citizens across the country. Many
of these victims were persuaded to invest their savings in high-yield schemes that promised
unrealistic profits in a short time. This phenomenon is especially concerning in regions like
Central Bengkulu, where people are generally less exposed to formal financial education
and rely heavily on word-of-mouth recommendations or community networks in making
tinancial decisions. Finansial literacy has been widely acknowledged as a fundamental skill
that enables individuals to make informed and rational financial decisions. Lusardi and
Mitchell (2014) define financial literacy as the ability to understand and apply financial
concepts such as budgeting, investment, risk management, and interest rates in daily life. A
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financially literate individual can distinguish between legitimate investment opportunities
and fraudulent schemes by critically evaluating financial products and identifying potential
red flags. In contrast, a lack of financial knowledge often leads to irrational financial
behaviors, impulsive investment decisions, and greater susceptibility to manipulation.

In the case of Central Bengkulu, several incidents of fraudulent investment have been
reported, involving local residents who were deceived by individuals or companies
claiming to offer quick profits through unverified online platforms. These fraudulent
practices exploit not only the financial ignorance of victims but also their social trust and
desire for financial improvement. Many victims admitted that they invested their money
because they were influenced by friends, relatives, or community leaders who had already
participated in similar schemes. This shows that social and psychological factors play a
major role in amplifying the risk of financial fraud in communities with limited access to
financial education.

Furthermore, the expansion of digital financial platforms has created new challenges
for regions like Central Bengkulu. While digitalization increases financial accessibility, it
also opens opportunities for online scammers to operate more effectively. People who lack
digital and financial literacy are more likely to fall for phishing, fake investment websites,
or fraudulent social media advertisements. Therefore, financial literacy today must include
not only knowledge of financial principles but also digital financial awareness —the ability
to recognize online fraud, verify financial institutions, and use digital tools securely.

The government, particularly through OJK and Bank Indonesia, has launched various
financial literacy programs to improve the public’s understanding of finance. However, the
effectiveness of these programs at the regional level remains limited. Many residents in
Central Bengkulu are not aware of these initiatives or have not participated in them. This
gap indicates a need for a more localized and culturally appropriate approach to financial
education. Strengthening financial literacy at the grassroots level is essential to empower
citizens to make safer investment decisions and protect themselves from financial crimes.

Given this context, this study focuses on exploring the role of financial literacy in
preventing fraudulent investments in Central Bengkulu. By examining how people’s
understanding of financial concepts influences their investment behavior, this research aims
to provide deeper insights into the preventive power of financial literacy. The findings are
expected to contribute not only to academic discussions but also to the development of
practical strategies for policymakers, educators, and financial institutions in promoting
ethical and secure financial behavior within local communities.

Methodology

This study employs a qualitative descriptive method to explore the role of financial
literacy in preventing fraudulent investments. The research was conducted in Central
Bengkulu Regency, with ten participants selected through purposive sampling based on
their knowledge, experience, or involvement in investment activities. Data were collected
through semi-structured interviews, allowing respondents to share their experiences and
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perceptions freely. Documentation and literature reviews were also used to support the
tindings.

Data analysis followed the Miles and Huberman (1994) model, consisting of data
reduction, data display, and conclusion drawing. Triangulation was applied to ensure data
validity, comparing interview results with secondary sources such as financial education
reports and fraud prevention campaigns conducted by OJK. Ethical considerations,
including informed consent and confidentiality, were maintained throughout the study..

Result and Discussion

Result

The results of this study reveal several crucial findings regarding the relationship
between financial literacy and the prevention of fraudulent investment practices among
residents of Central Bengkulu. Based on in-depth interviews and supporting
documentation, four main themes emerged: (1) awareness of investment risk, (2) ability to
evaluate information, (3) social influence and trust, and (4) digital literacy as a protective
factor.

Awareness of Investment Risk

The first and most dominant finding relates to the level of awareness individuals have
regarding the risks involved in investment. Respondents with a low understanding of
financial concepts tended to perceive all investments as opportunities for quick profit,
without recognizing the inherent risks or the possibility of fraud. They often equated high
returns with successful investment performance and failed to consider the basic financial
principle that higher return always comes with higher risk. Some participants admitted that
they joined investment groups or online trading platforms because their peers claimed it
was profitable, even though they did not fully understand how the investment worked. In
contrast, respondents who possessed at least basic financial literacy —such as
understanding compound interest, diversification, and risk-return relationships—
demonstrated a more cautious attitude. They were more likely to investigate the legitimacy
of investment programs and avoid those that lacked transparency or regulatory approval.

Ability to Evaluate and Verify Financial Information

Another key finding concerns the respondents” ability to analyze and verify financial
information. Those with higher financial literacy were able to interpret financial documents,
recognize unrealistic profit claims, and cross-check the company’s registration through the
Otoritas Jasa Keuangan (OJK) database. They also tended to consult financial experts or
official sources before making investment decisions. On the other hand, participants with
limited financial knowledge often relied solely on verbal information or promotional
materials, which made them more vulnerable to manipulation. For example, one
respondent stated that they lost several million rupiah after trusting an unregistered online
investment advertised through social media. This illustrates how a lack of verification skills
directly contributes to financial vulnerability.
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The Role of Social Influence and Community Trust

The study also found that social dynamics play a significant role in shaping investment
decisions in Central Bengkulu. Many fraudulent schemes were introduced through
community gatherings, social media groups, or even religious networks, where individuals
tend to trust familiar faces rather than verify formal documentation. This cultural pattern
reflects the collectivist nature of rural Indonesian communities, where trust and social bonds
are often prioritized over financial logic. Participants with stronger financial literacy,
however, reported that they could balance social trust with rational evaluation,
demonstrating that financial education not only improves knowledge but also strengthens
psychological resilience against social pressure.

Digital Literacy and Fraud Prevention

The emergence of digital finance platforms has transformed how people engage in
investments. Participants with adequate digital literacy were more vigilant toward online
scams, fake websites, or cloned investment applications. They were aware of indicators such
as unsecured URLs, absence of official contact information, and unrealistic online
testimonials. Conversely, those with poor digital understanding were easily misled by
professional-looking advertisements or manipulated screenshots showing fake profits. This
finding highlights the importance of integrating digital financial literacy into public
education programs, particularly in regions like Central Bengkulu where online fraud is
increasingly prevalent.

Financial Literacy as a Defensive Mechanism

Overall, the study concludes that financial literacy acts as a defensive mechanism that
equips individuals with critical thinking, skepticism, and the ability to verify information.
Respondents who participated in financial education workshops or who had previous
experience in managing personal finance showed a lower tendency to engage in risky or
unverified investment programs. They demonstrated confidence in saying “no” to
suspicious offers and were more aware of the need to consult legitimate financial authorities
before investing.

In summary, the results clearly indicate that financial literacy —encompassing
knowledge, attitudes, and digital awareness—plays a vital role in protecting individuals
from fraudulent investment practices. The findings suggest that enhancing financial literacy
among residents of Central Bengkulu can serve as a sustainable strategy to reduce financial
losses and foster more responsible financial behavior across the community.

Discussion

The results affirm that financial literacy plays a pivotal role in preventing fraudulent
investment behavior. Consistent with the theory of behavioral finance (Pompian, 2017),
individuals” financial decisions are shaped not only by their income but also by their
cognitive understanding of risk and return. In Central Bengkulu, low financial literacy often
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leads to emotional decision-making, driven by greed or social trust rather than rational
analysis.

Furthermore, the findings align with Lusardi and Tufano (2015) who stated that
financial literacy enhances financial self-protection. Educated individuals are more likely to
cross-check information through credible sources such as OJK or Bank Indonesia before
investing. This suggests that education campaigns and community-based workshops can
be highly effective in reducing fraud cases.

However, improving financial literacy must go hand-in-hand with strengthening
digital awareness. Many fraudsters now operate through online channels, making it
necessary for educational interventions to integrate both financial and digital literacy
components. Collaborative efforts between local governments, universities, and OJK can
help build a culture of financial responsibility and vigilance.

Conclusion

This study concludes that financial literacy significantly contributes to preventing
fraudulent investments in Central Bengkulu. Individuals with sufficient knowledge of
financial management, risk evaluation, and digital verification are less likely to be deceived
by fraudulent schemes. To reduce investment-related fraud, stakeholders should prioritize
financial education through formal and informal channels, promote accessible financial
information, and integrate digital security training into local financial literacy programs.
Future research could involve larger samples and quantitative methods to measure the
statistical impact of financial literacy on fraud prevention across different regions in
Indonesia.
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