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Abstract: The background of this research is the vulnerability of the Information 

System Unit of PT KAI Divre III Palembang to cyber threats such as malware, 

saved browser passwords, and weak physical asset management, amidst high 

dependence on IT for transportation operations. The purpose of the research is to 

analyze the condition of the ISO/IEC 27001:2013-based ISMS, identify gaps, and 

recommend controls through the PDCA cycle. This type of research is a 

qualitative descriptive study with a case study approach. The population is all 

unit personnel (15 people), a sample of 10 key informants via purposive sampling. 

Instruments include semi-structured interviews, checklist observations, and 

document analysis) (analysis techniques use the Miles and Huberman model with 

a gap and risk matrix. The results show that the implementation of PDCA is 

effective: high risks (malware, fire extinguishers) and medium risks are reduced 

to low through antivirus, device locking, inventory updates, and time 

synchronization audit corrections. The conclusion is that the ISMS has been 

structured, increasing operational resilience, although further quantitative 

evaluation is needed. 
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Introduction 

The rapid development of information technology has driven organizations, 

including state-owned enterprises like PT KAI, to increasingly rely on information systems 

to support business operations, decision-making, and public services. However, this 

dependence also increases information security risks such as data leaks and system 

disruptions. Therefore, information, as a strategic asset, requires systematic management to 

maintain its confidentiality, integrity, and availability (Ritzkal et al, 2019) (Susanto & 

Almunawar, 2021). PT KAI Divre III Palembang, through its Information Systems Unit, 

manages crucial IT infrastructure for the South Sumatra region, but remains vulnerable to 

external and internal threats in this digital era (Damanik et al, 2023) (Riana et al, 2023). 

The Information Systems Unit of PT KAI Divre III Palembang is facing a growing 

global cyber threat affecting the transportation sector, with malware attacks and 

unauthorized access frequently disrupting operations. This phenomenon is exacerbated by 

the reliance on information systems for ticketing and train operational data, which require 

multiple layers of protection to maintain reliable public services (Alreemy et al, 2022) 

(Mesquida et al, 2021). 
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The main problem arises from the threat of viruses and malware on work devices 

connected to the internal network, potentially causing system damage and data theft at the 

Information Systems Unit of PT KAI Divre III Palembang. The practice of using the save 

password feature in browsers is still common, increasing the risk of unauthorized access if 

the device falls into the hands of third parties (Ritzkal et al, 2019) (Kalaimannan et al, 2021). 

Furthermore, failing to lock devices when left unattended exacerbates vulnerabilities, 

opening up opportunities for misuse of sensitive information (Damanik et al, 2023) (Siponen 

et al, 2022). 

Physical issues include IT asset inventories that are not regularly updated, 

complicating oversight and risking asset loss. Hot server room temperatures threaten 

hardware stability, while expired fire extinguishers indicate weak environmental controls, 

all of which compromise information availability (Riana et al, 2023) (Fernandez et al, 2024). 

Without systematic management, these issues can result in operational downtime and 

financial losses for PT KAI (Goel & Shawky, 2021) (Nugroho et al, 2023). 

Others include a lack of user awareness of basic safety procedures and irregular 

inventory updates, which weaken the unit's overall risk controls. This reflects a gap between 

daily practices and international standards, requiring risk-based interventions to minimize 

impact (Ritzkal et al, 2019) (Damanik et al, 2023). 

This study aims to analyze the current state of information security in the 

Information Systems Unit of PT KAI Divre III Palembang, identify the causal factors of 

problems such as malware and access management, and determine relevant ISO/IEC 

27001:2013 controls for improvement. The urgency lies in protecting crucial information 

assets in the public transportation sector, preventing service disruptions that have a broad 

impact on the people of South Sumatra. The novelty of this study is the application of the 

PDCA cycle in ISO/IEC 27001:2013 specifically in an Indonesian regional transportation 

state-owned enterprise, complementing previous studies with practical recommendations 

based on actual gap analysis (Riana et al, 2023) (Susanto & Almunawar, 2021). 

 

Methodology 

This study uses a qualitative descriptive approach that aims to describe the overall 

implementation of the Information Security Management System (ISMS) based on ISO/IEC 

27001:2013 at the Information Systems Unit of PT KAI Divre III Palembang. This descriptive 

research type was chosen because it focuses on presenting facts, phenomena, and existing 

information security practices in the field without testing hypotheses or causal 

relationships, making it suitable for analyzing the gap analysis of clauses and controls of 

Annex A of the international standard (Sugiyono, 2021) (Creswell & Poth, 2022). The 

qualitative approach allows for in-depth exploration of the organizational context, policies, 

procedures, and user behavior through narrative data, as applied in similar studies on ISMS 

implementation in the transportation sector and state-owned enterprises (SOEs) (Ritzkal et 

al, 2019) (Damanik et al, 2023). 

The research instruments included semi-structured interview guidelines, an ISO/IEC 

27001:2013 clause checklist-based observation sheet, and analysis documents such as 
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security policies, IT asset inventories, and internal audit reports collected from the 

Information Systems Unit of PT KAI Divre III Palembang. Data collection techniques 

included in-depth interviews with IT staff and management, direct observation of physical 

infrastructure and device operations, and document review to verify compliance with the 

PDCA cycle and Annex A controls, with data triangulation to enhance validity (Emzir, 2021) 

(Sudaryono, 2022). Data analysis techniques applied the Miles and Huberman interactive 

model, which includes data reduction, data display in the form of a gap analysis matrix and 

risk assessment, and drawing conclusions to formulate relevant security control 

recommendations, as used in previous ISMS evaluations (Riana et al, 2023) (Creswell & 

Poth, 2022). 

The study population consisted of all personnel of the Information Systems Unit of 

PT KAI Divre III Palembang, totaling approximately 15 people, including IT managers, 

network technicians, and asset administration staff, who are directly involved in 

infrastructure management and information security. The sample was determined through 

a purposive sampling technique with the criteria of key informants having at least two years 

of experience in IT operations and knowledge of security risks such as malware and access 

control, resulting in 10 key respondents to ensure comprehensive representation without 

ignoring the sensitive aspects of BUMN data (Sugiyono, 2021) (Sudaryono, 2022). This 

sample selection aligns with the principle of qualitative data saturation, where data 

collection is stopped when new information no longer emerges, as applied in ISO/IEC 27001 

studies on similar organizations (Damanik et al, 2023) (Emzir, 2021). 

The research procedure began with a preparatory phase consisting of an in-depth 

literature study on ISO/IEC 27001:2013, access permits through NDA, and the development 

of instruments based on clauses 4-10 and Annex A for gap analysis. The implementation 

phase included primary data collection through interviews, observations, and secondary 

data from documents for three months at the PT KAI Divre III Palembang location, followed 

by a risk analysis using a probability-impact matrix and PDCA mapping to identify non-

conformities such as expired fire extinguishers and saved browser passwords. The final 

phase involved validating the findings through member checking and developing control 

implementation recommendations, ensuring a logical flow from condition description to 

sustainable solutions (Creswell & Poth, 2022) (Ritzkal et al, 2019). 
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Results and Discussion 

Overview of Research Object 

 

Figure 1. Palembang Division III Office 

The object of this study is the Information Systems Unit of PT. Kereta Api Indonesia 

(Persero) Regional Division III Palembang. This unit plays a strategic role in supporting the 

smooth operation of the company through the provision, management, and maintenance of 

information systems and information technology infrastructure used in the company's 

business activities. The managed information systems include various operational 

applications, internal data processing, communication networks, and hardware and 

software management. 

As a regional division of PT. KAI, Divre III Palembang is responsible for railway 

operations in South Sumatra and the surrounding area. In carrying out this responsibility, 

the Information Systems Unit ensures the availability of accurate, timely, and secure 

information. The high reliance on information technology makes information security a 

crucial aspect to prevent operational disruptions, data leaks, and other risks that could harm 

the company. 
 

Description of Research Results 

Based on the results of research conducted at the Information Systems Unit of PT. KAI 

Divre III Palembang, the implementation of the Information Security Management System 

(ISMS) using the Plan–Do–Check–Act (PDCA) method has been carried out well and in a 

structured manner. Each PDCA stage has been carried out systematically as part of the 

organization's efforts to meet the requirements of ISO/IEC 27001:2013 and maintain the 

security of its information assets. The results of the study indicate that the PDCA cycle has 

become the main framework in the planning, implementation, evaluation, and continuous 

improvement of the ISMS related to the ISO 270001 Clause. 
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PDCA Implementation Stages based on ISO 27001 Clauses 

1. Plan Stage 

At the Plan stage, it relates to clauses 4 to 7. In Clause 4.1, understand the 

organizational context, both internally and externally, and its organizational structure. 

A. Filling out a Non-Disclosure Agreement (NDA) 

Filling out a Non-Disclosure Agreement (NDA) is a form of information security 

control implemented to protect the confidentiality of an organization's information from the 

risk of leakage or misuse. NDAs apply to both internal and external parties who have access 

to information and systems within the Information Systems Unit of PT Kereta Api Indonesia 

(Persero) Regional Division III Palembang. 

Internally, NDAs are mandatory for all staff and employees involved in the 

management or use of information systems. Filling out an NDA serves to emphasize staff's 

obligation to maintain the confidentiality of information, both during and after they cease 

their employment with the organization. Through NDAs, staff understand the limitations 

of information use, their responsibilities for data security, and the consequences of breaches 

of confidentiality provisions. 

Meanwhile, externally, NDAs are also required for parties with access to 

organizational information, such as interns and partners. Interns involved in operational or 

technical activities have the potential to access internal data and systems, so they need to be 

provided with an understanding and written commitment to maintain the confidentiality 

of information obtained during the internship. Similarly, for partners, NDAs serve as a legal 

basis and administrative control to ensure that organizational information is not used 

beyond the agreed-upon purposes of the collaboration. This policy also includes sanctions 

for violators, ranging from warnings to legal action in accordance with applicable 

regulations. 
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Figure 2. NDA Letter 

Thus, NDA not only functions as an administrative measure, but also as an 

information security control that complies with the provisions of ISO/IEC 27001:2013, 

particularly clause A.7.2.2: Confidentiality agreements, which emphasizes the importance 

of confidentiality agreements for all personnel who have access to sensitive information. 

B. Organizational structure 

The Information Systems Unit of Regional Division III Palembang is headed directly 

by a Manager and has three Assistant Managers. It also has three Executives and is assisted 

by eight outsourced personnel. 
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Figure 3. Organizational Structure 

From the picture, the manager is colored green, the assistant manager blue, the 

executor black, and the outsourcing white. The IT Unit's boundaries extend from Kertapati 

to Lubuk Linggau, including the Regional Division office, STC Training Center, the 

Regional Transportation Center, and the Palembang LRT. The area map is as follows: 

 
Figure 4. Regional Map 
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From the image, there are 31 active stations which have large stations including 

Kertapati, Prabumulih, Muaraenim, Lahat, and Lubuk Linggau stations. 

Clause 5.2 outlines the roles, responsibilities, and authority of the organization. In 

the context of the Palembang Regional Division III Information Systems Unit, the 

implementation of Clause 5.2 can be understood through the existing organizational 

structure and division of roles. This unit is led directly by a Manager who has primary 

responsibility as the highest authority in managing and controlling information systems in 

the Palembang Regional Division III area. 

The Manager is assisted by three Assistant Managers who act as liaisons between 

strategic policies and operational implementation. The Assistant Managers are responsible 

for coordinating technical and administrative activities, ensuring that information security 

controls are implemented according to procedures, and overseeing the performance of the 

implementation team. At this level, authority is delegated in a controlled manner to ensure 

operational processes remain effective without neglecting information security aspects. 

Furthermore, there are three Implementers directly responsible for the day-to-day 

operational activities of the information system. Implementers carry out technical tasks such 

as managing IT devices, systems, and services, and implementing information security 

controls in accordance with established policies and directives. They play a critical role in 

maintaining the confidentiality, integrity, and availability of information at the operational 

level. 

To support these activities, the Information Systems Unit of Regional Division III 

Palembang is also assisted by eight outsourced personnel. These outsourced personnel act 

as operational support, with clearly defined scopes of duties and authorities defined 

through work agreements. In accordance with Clause 5.2, the roles and responsibilities of 

outsourced personnel must be clearly understood and limited as needed to minimize 

information security risks. 

Clause 6.1 on Actions to Address Risks and Opportunities requires organizations to 

identify risks and opportunities related to information security that need to be addressed. 

Information security risks arise from threats, vulnerabilities, and impacts on the 

organization's information assets. Therefore, organizations are required to conduct a 

structured information security risk assessment to identify potential risks that could 

compromise the confidentiality, integrity, and availability of information. 

A risk assessment matrix is a tool used to determine risk levels based on a 

combination of the likelihood of a risk occurring and the impact if it occurs. This matrix 

helps organizations systematically and objectively identify risk management priorities, 

particularly in the implementation of information security risk management. The following 

is a matrix table for calculating risk scores. 



Journal of Computer, Information and Technology Vol: 6, No 1, 2026 9 of 18 

 

 

https://penerbitadm.pubmedia.id/index.php/KOMITEK 

 

Table 5. Risk Assessment Matrix 

In the matrix, the vertical line shows the probability value, which consists of three 

levels: rare with a value of 1, likely with a value of 2, and frequent with a value of 3. The 

higher the value, the greater the chance of the risk occurring. Meanwhile, the horizontal line 

shows the impact value, which is also divided into three levels: low with a value of 1, 

medium with a value of 2, and high with a value of 3. Impact describes the magnitude of 

the risk's influence on operations, information security, or organizational goals. 

The risk value is obtained by multiplying the probability value by the impact value 

(Risk = Probability × Impact). This calculation produces a risk value between 1 and 9. This 

value is then mapped to a risk category indicated by a color in the matrix, making it easier 

to visualize the risk level. 

Low risk categories are indicated by the color green and have a value between 1 and 

3. Risks in this category are acceptable to the organization without requiring additional 

action, but regular monitoring is still required. Furthermore, moderate risks are indicated 

by the color yellow with a value of 4, meaning the risk is still acceptable but must be 

managed through existing controls or limited improvements. High risks are indicated by 

the color red with a value of 6 to 9, which indicates the risk must be immediately addressed 

and followed up with appropriate mitigation actions. The following table shows the 

identified risk assessments. 

 

Table 6. Risk Assessment 

Based on the Information Security Risk Assessment table, it can be concluded that 

the Information Systems Unit still faces several risks that could potentially compromise 

information security and workplace safety. Of the five identified risks, two are considered 

high-level: the threat of viruses and malware attacks on work equipment and the expired 
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condition of fire extinguishers. These two risks require immediate risk management due to 

their significant impact on operations and safety, and must be addressed through consistent 

technical and preventive measures. 

Meanwhile, three other risks are at a moderate level: the use of browser password 

storage features, user negligence in securing devices, and outdated IT asset inventory data. 

These risks are acceptable as long as the organization implements adequate controls, such 

as security policies, user education, and regular data and procedure updates. 

Overall, the risk assessment results indicate that the organization has been able to 

identify and classify information security risks quite well. Once risks are identified, the 

organization must undertake information security risk treatment. This risk treatment can 

take the form of risk reduction through mitigation or corrective actions. The following table 

shows the mitigated risks. 

 

Table 7. Risk Management 

Based on the Risk Management table, it can be concluded that all previously 

identified risks have been subject to appropriate mitigation and remedial measures. The 

assessment results indicate that the risk probability level has decreased to low (a value of 1) 

for all risks. 

Overall, the risk management results indicate that the risk is at an acceptable level 

for the organization. Therefore, the organization has met the risk management principles as 

required in ISO/IEC 27001 Clause 6, specifically regarding the planning and implementation 

of actions to mitigate information security risks. 

In implementing Subclause 7.3 of ISO/IEC 27001 Awareness, the Information 

Systems Unit of Regional Division III Palembang builds and improves information security 

awareness among all personnel involved in the management and use of information 

systems. This awareness is intended to ensure that each individual understands the 

importance of maintaining information security as a shared responsibility, not solely the 

responsibility of the information systems unit. 

One of the main activities to raise information security awareness in the Information 

Systems Unit of Regional Division III Palembang was the online socialization of information 

security policies and procedures through the Zoom application. This activity was attended 
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by Managers, Assistant Managers, Implementers, and outsourced personnel involved in the 

management and use of information systems. The material presented included an 

understanding of information security policies, the roles and responsibilities of each 

personnel in maintaining the confidentiality and availability of information, as well as 

examples of frequently occurring information security risks, such as malware attacks, 

password leaks, and user negligence. Participants were also given reminders about basic 

security practices, such as locking work devices when not in use, not activating the save 

password feature on browsers, and the obligation to regularly update the system. 

In addition to delivering the material, the Zoom socialization session also included 

discussions and a Q&A session, allowing participants to better understand the material and 

clarify any misunderstandings. Attendance was documented through screenshots of the 

activity as proof of implementation. 

 

Figure 8. SMKI socialization 

By implementing information security outreach using Zoom, the Palembang 

Regional Division III Information Systems Unit was able to effectively reach all personnel 

without being tied to a specific location, while ensuring that information security awareness 

was maintained and improved. This activity demonstrated the organization's commitment 

to consistently and documentedly meeting the requirements of ISO/IEC 27001 Clause 7.3. 

 

2. Do (Implementation) Stage 

At the Do stage related to Clause 8 of ISO/IEC 27001, Clause 8.3 Information Security 

Risk Treatment requires the organization to implement an Information Security 

Management System (ISMS) in real terms in accordance with the results of the risk 

assessment as set out in Clause 6. 

A. Install antivirus 

First, prepare the master installation of the Sentinel Agent antivirus, then install it on 

your laptop or computer device. 
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Figure 9. Antivirus Installation Process 

After the installation process, a finish message will appear. Open the Sentinel 

application and make sure the update with the Last console connection time message 

matches the day and time when the application was opened. 

 

Figure 10. Antivirus Update 

The last update showed the time January 1, 2026 at 5:17 PM on Thursday. 

B. Disabling the Save Password Feature in the Browser 

Open the Firefox application then select the settings menu in the security section, 

there is a description Ask to save passwords then deactivate the check mark on the menu as 

shown in the image below. 

 

Figure 11. Disabling the Save Password Feature in the Browser 

The save password feature on the browser has been disabled. 
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C. Lock the device and store it in a safe place 

Open the control panel then select manage account then select create a password 

and the password protected message will appear. 

 

Figure 12. Account is protected 

The account has been created and password-protected. Then, press the Windows + L keys 

on your keyboard, and a locked laptop screen will appear. 

 

Figure 13. Laptop Lock is Locked 

There are 2 accounts in the image, Irvan indicates the user and ADMIN IT as the 

administrator. 
 

D. Regular inventory data updates and periodic stocktaking activities Regular inventory 

data updates and periodic stocktaking activities are important activities in asset 

management, especially information technology assets, to ensure the accuracy, 

completeness, and reliability of the organization's inventory data. Inventory updates 

are carried out routinely to reflect the actual condition of assets, including the addition 

of new assets, the removal of assets that are no longer used, and changes in ownership 

status, location, or responsibility of assets. With up-to-date inventory data, 

organizations can manage assets more effectively and minimize the risk of loss, misuse, 

or uncontrolled use of assets. The following table shows updated IT inventory data. 

 
Table 14. IT Inventory Data 
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Meanwhile, periodic stocktaking is conducted as a form of physical verification of 

inventory data recorded in the system. The purpose of stocktaking is to match 

administrative data with asset conditions in the field, thus identifying any discrepancies, 

inconsistencies, or potential problems, such as lost, damaged, or poorly documented assets. 

The results of stocktaking serve as the basis for correcting inventory data and evaluating the 

ongoing asset management process. 

 
Figure 15. Inventory Number on Device 

 

E. replacement or refilling of APAR and routine monthly inspections 

This activity is a crucial part of safety control and emergency preparedness efforts 

within the information systems unit. Fire extinguishers (APARs) are replaced or refilled 

when their expiration date has expired, the safety seal is broken, or the fire extinguisher has 

been used. This action ensures that the fire extinguisher is always ready for use in the event 

of a fire emergency. 
 

 

Figure 16. Replacing the APAR 

3. Check Stage (Inspection) 

At the Check stage, it is related to Clause 9 of ISO/IEC 27001, in clause 9.1 Internal 

Audit which regulates the information system unit to carry out periodic internal audits to 

ensure that the ISMS has been implemented and maintained in accordance with the 

requirements of ISO/IEC 27001 and the organization's internal provisions.   
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Figure 17. Audit Activities 

After the audit was conducted, a description of the discrepancy was found on the 

form, namely that the device had not been set to the ntp.kai.id time in accordance with the 

applicable provisions based on ISO Reference A.8.17 Clock synchronization. Evidence of 

findings on the device with inventory number IT.007.0523.1.C031.00002 with open status. 

 

Figure 18. Open Non-Conformance Form 

Based on the findings of the Laptop device with inventory number 

IT.007.0523.1.C031.00002, it was found that the time setting was not in accordance with 

procedures and was given a repair period of 4 days with the status being open. 

4. Act Stage (Corrective Action) 

At the Act stage, related to Clause 10 of ISO/IEC 27001, Clause 10.1 Non-Conformities 

and Corrective Actions emphasizes that the information system unit is obliged to handle 

any non-conformities found in the implementation of the Information Security Management 

System (ISMS). These non-conformities are generally obtained from the results of internal 

audits in Clause 9.2. The corrective action taken is to change the time setting according to 

the procedure to ntp.kai.id. With these results, the findings become Closed, as seen in the 

image below. 
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Figure 19. Close Non-Conformity Form 

 

Based on the findings of the laptop device with inventory number IT.007.0523.1.C031.00002, 

repairs have been carried out and the auditor has included proof of signature with a 

statement of open status. 

Conclusion 

This study found that the Information System Unit of PT KAI Divre III Palembang 

has effectively implemented ISO/IEC 27001:2013 through the PDCA cycle, with key 

achievements in the Plan stage such as filling out NDAs, a clear organizational structure, 

risk assessment using a probability-impact matrix, and socializing security awareness. The 

Do stage demonstrated practical controls such as antivirus installation, disabling the save 

password feature, locking devices, updating IT asset inventory, and replacing fire 

extinguishers, which successfully reduced the risk from high and medium to low. In the 

Check and Act stages, internal audits identified device time synchronization discrepancies, 

which were immediately corrected, demonstrating the ongoing commitment to the ISMS. 

Practical implications include increasing operational resilience in the state-owned 

transportation sector, preventing downtime and data leaks that impact public services in 

South Sumatra. 

However, the study's limitations lie in its qualitative descriptive approach with a 

purposive sample of 10 respondents, which limits generalizability to other divisions of PT 

KAI, and the lack of quantitative measurement of post-implementation security metrics. 

Suggestions for further research include cross-division comparative studies with 

quantitative analysis using tools such as the NIST Cybersecurity Framework, evaluation of 

the long-term effectiveness of Annex A controls, and integration of AI for real-time threat 

detection to complement this gap analysis. 
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